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Looking after your API keys: one per program, expiry,
revoking and replacing a key
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The short answer: create one key per program, with only the permissions it needs and a short validity. If a key leaks,
revoke it at once on the API page in Meu Interweb; the others keep working. A lost key cannot be recovered: you
revoke it and create another.

(?) Why one key per program

If your website, your backup script and your billing system share one key, a single break-in exposes all three, and
revoking the key stops all three at once. With a key for each, you know which one does what and you can cut off only
the one in trouble. You can have up to 20 keys per account, which is plenty to keep things apart.

What a key can never do

Whatever its permissions, a key can never create another key, change the account password or e-mail, or see card
details. So whoever gets hold of a key does not own the account. They can, however, do everything that key allows,
which is why minimal permissions matter.

(O When a key stops working

Situation APl answer

The key is missing or not valid 401 unauthorized

The key was revoked or has expired 401 unauthorized

The person who created the key no longer has access to the account 401 unauthorized

The request comes from an IP that is not on the key's list 403 ip not allowed

The key lacks the permission the operation needs 403 insufficient scope
The account cannot use the API right now 403 forbidden
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What to do about each oneis in the API error codes.

<> Replacing a key without stopping your program

When the validity is running out, or when you want different permissions, swap keys in this order:

0 Create the new key on the API page, with the right permissions and validity.

6 Put it in the program, in the environment variable or secrets vault where the old one lived.

e Check that it works with GET /v1/token :itshould return the new key's name, mode and permissions.
° Revoke the old key. From then on, any request made withit getsa 401 .
O

Key exposed

in a repository, an e-mail, a chat or a web page's code? Do not wait for a tidy swap: revoke it now and
create another. The full order of steps is in what to do when a key leaks. Remember that a Sandbox key
also reads real account data.

© Good habits

G Keep the key in an environment variable or a secrets vault, never in your code or a repository.
Use the IP list when the program runs on a server with a fixed address.

Prefer short validities (30 or 90 days) and put the swap date in your calendar.

time and the operation: that is enough to find the request.

o When you contact support, never send the key. Send the X-Correlation-ID from the answer, the
o Keys created while the APl is in preparation

, in either mode, are revoked when the API opens, and the account owner gets a notice by e-mail. On that
day, create new keys and swap them into your programs.
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¥ RECOMMENDED

Got a key that is expiring, lost or exposed? Revoke it and create another on the API page in Meu

Interweb.

= Createakey >

© SEEALSO
Creating an API key: name, mode, permissions, validity, IP list and spending limit >
An API key or token has leaked: what to do, in the right order >
API permissions by area: read or write, and which permission each task needs >
Our API's error codes: what each one means, and which ones are worth retrying >
API Sandbox or Production: what each key really does, and moving your program to production >
Sensitive API permissions and the spending limit: paying, buying, reinstalling, cPanel access >
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