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Your own codes or our verification API: which way to send SMS...

The short answer: there are two ways. In the first, your system creates the code, stores it hashed, counts the

attempts and sends us only the finished text with POST /v1/sms/messages . In the second, you use our

verification APl, POST /v1/sms/otp ,and we do all of that for you. For confirming numbers, logins and payments,

the second is simpler and harder to get wrong. The first is for when you need something the verification APl does not

do.
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© When to choose the verification API

G Confirming that the number belongs to the customer, at sign-up or when they change number.
e Adding a second step to logins on your website or app, without asking anyone to install anything.

° Approving a transaction: a payment, a withdrawal, a delivery. One code per transaction, with a short
validity.

° When you would rather not keep codes in your database. Less data stored, less data to lose.

(? When your own codes make sense

If the code must contain letters, if it has to stay valid for more than 60 minutes (at that point it is a temporary
password rather than a verification code), or if your system already has all the logic built and tested, you can keep
sending the finished text through the SMS API. Then every security precaution is yours: they are in sending one-time
codes safely, and the practical side in verification codes through the SMS API.

o Do not mix the two ways for the same job.
A code you created and sent as a normal message cannot be checked with /verify : the verification

API only knows the codes it created itself.

o One key works for both.

Sending a message and sending or checking a verification code need the same permission, sms:write .

Reading the status needs sms:read .

% RECOMMENDED

Would you rather we created, sent and checked the code? See Verification SMS.

= See Verification SMS >

© SEEALSO
SMS verification API: we generate, send and check the code, and your system keeps only the id >
Verification codes by SMS through our API: a practical guide For your site or app >
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