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An API key or token has leaked: what to do, in the right order

The short answer: if an APl key, a token or a webhook secret has turned up somewhere it should not
(a public repository, a file inside the site, a screenshot, an e-mail, a chat), treat it as stolen. Revoke it
and create another, before anything else. Deleting the message or the file is not enough,
because the secret may already have been copied. Then check whether anyone used it, and close the
gap it got out through. This is for anyone running a site or an application connected to payments,

SMS, Al, e-mail or cPanel itself.

Where secrets usually end up in plain sight

In a Git repository, even if you deleted
it in the next commit

In the site’s JavaScript or HTML

In a .env, a copy (.bak, .old, .zip) or a
.sql dump inside the public folder

In error logs, or on error pages with
debug mode on

In screenshots, videos, e-mails, chats
and support tickets

What to do, in this order

The history keeps every version. Programs
crawl public repositories looking for keys.

Any visitor can see it in the page source.

Guessing the file name is enough. See files
that must never be public.

Some error messages print the configuration
or the request headers, key included.

They are stored in places you do not control,
and they get forwarded.

n Revoke or rotate the secret in the service’s dashboard (payment
operator, SMS, Al, e-mail). If the service allows two active keys, create the
new one, put it in the application and revoke the old one straight after. If it
does not, revoke now and accept that the integration stops until the new
one is in. For cPanel tokens, see cPanel API tokens.
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Put the new secret in the right place: an environment variable or a
file outside the public folder. See environment variables and secrets
and keeping passwords out of your PHP code.

Review what was done with it. In the service’s dashboard, look for
requests, spending, messages, payments or refunds you do not recognise
since the moment the secret was exposed. If you find any, contact the
service with those dates.

Change whatever sat next to it. The same file usually also holds the
database password, the SMTP password and the webhook secret. If the
whole file was exposed, change everything in it.

Close the gap. Move the file out of the public folder or block it, and add
your secret files to .gitignore before the next commit: .env

*.env
config/secrets.php To find which commits contain the key, search the
history for part of it: git log -p -S "PART_OF_THE_KEY" --all

Cleaning the history helps, but it does not replace the first step.

Limit the damage next time: one key per project, with the minimum
permissions, spending limits and, if the service allows it, a restriction to
the IP addresses that may use it. That way revoking one does not stop the
others.
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Do not keep using the old secret “because nobody will have seen it”.
Hunting for exposed keys is automatic and constant, on public repositories and on
websites. And never paste the new secret into a support ticket, an e-mail or a chat:
whoever needs to put it in the application reads it from the service’s dashboard.

If the key came out of a file that only existed on the server, the question becomes
how someone got there. Changing the key is not enough: see how to tell if your site
has been compromised.

Need help finding where the secret was exposed on your hosting? Open a
ticket saying which file or folder it was in, without pasting the secret.

Open a support ticket

SEE ALSO
Environment variables and secrets for your application

Keeping passwords out of your PHP code: .env files and the right
permissions

Files that must never be public: .git folders, .env, backups and database
dumps

cPanel API tokens: automating without handing over your password
Getting an API key for an Al model, and keeping it safe

How to tell if your site has been compromised
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